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The cyber-security waterbed effect:

Insider risks on the increase
Elsine van Os and Erik Schneider

The problem of insider risk impacts all organizations and industries. Although the attack methods vary, the primary
types of insider acts — data theft for espionage, sabotage, fraud — continue to hold true today. Think of your long-term
trusted employee who has been stealing data for a long time, handing it to a hostile nation. This was the case with
Herman Simm back in the 1990s. Herman Simm was an Estonian official convicted of treason in 2009 and jailed for
12 years by an Estonian court for passing NATO and other defense and diplomatic secrets to Russia. Investigators
called the case “the biggest spy scandal in NATO history.” Mr. Simm, 73, handed over more than 2,000 pages of information to his Russian handlers.1 He recently got out of prison.
As it happens, insiders are the last place organizations want
to look for risks, assuming they cannot be a threat in their
organization (NIMO: not in my organization). In addition, organizations think insider risk can be ‘fixed’ with pre-employment screenings. This point-in-time snapshot cannot provide a full safeguard for the future. There are no quick fixes
unfortunately. Tools alone cannot provide a solution. Insider
risk management requires a holistic approach. This is also
the message promoted in the US Government guidelines.
Insider risk management started as an initiative in the United States in 2011 when President Obama issued Executive
Order 13587 establishing the National Insider Threat Task
Force (NITTF). One year later President Obama issued the
National Insider Threat Policy and the Minimum Standards,
and in 2018 guidelines were developed. Federal departments and agencies with access to classified information
were to establish insider threat detection and prevention
programs, and the NITTF was to assist agencies in developing and implementing these programs. This came after significant incidents of data theft damaged national security. In
the last few years, the realization has grown that this is not
just a security matter for governments; insider incidents at
universities and businesses can also undermine national
economic and security interests.

Why is this a matter of increasing concern? In this article
we explore insider risk and its management using statistics,
case examples, data theft for espionage, and the steps that
are being and should be taken to safeguard Western interests more broadly.
AN INTERCONNECTED WORLD
In a digitized world – characterized by massive increases in
data creation, collection, and reliance for all manner of business – information has become increasingly valuable and
vulnerable. Criminals are continually finding new ways to
monetize confidential information, including personal data.
Employees often have access to highly sensitive information
that can be accidentally or intentionally publicized, stolen,
or deleted. Furthermore, for some companies, intellectual
property and trade secrets are their most valuable assets,
and they now find these treasures susceptible to new and
growing threats.2
Historically, organizations have mainly focused on externally
facing security mechanisms such as (fire)walls, intrusion detection systems, and (electronic) building access systems.3
Due to the rise of the internet, organizations began to mitigate one type of cyber-related attack in particular: exter-
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nal threats. The focus was on the outer perimeter of the
organization, not on the risks from within the organization:
the trusted insider. Attackers generally take the path of the
least resistance, and they are increasingly using insiders
now that organizations have made attacking externally harder. This is the waterbed effect: putting pressure in one place
causes the water to move to areas elsewhere with lower
pressure. Now that organizations have increased protection
from outsider threats, part of the problem has become insiders forming an increasing security risk.
The threats themselves have changed and increased as
well. Industrial espionage is being executed in a more sophisticated way. The geopolitical tensions in the world, especially between China, Russia and the United States, have
emphasized the targeting of Western secrets at governmental, defense and business levels.
Technological advances have also significantly eased the
process of exfiltrating data from companies. Today’s insiders can transmit sensitive information by simply emailing it
to themselves or their handlers, or by downloading stolen
data onto either external storage sites or removable (and
easily concealable) media such as CDs, thumb drives and
SD cards.4
On a workforce level, there are also developing concerns.
The new generation of employees were raised on the internet and are socially networked across many social media
platforms. They have also developed an undeniable expectation for constant and immediate access to information
and have little loyalty to organizations. This new workforce,
in the context of evolving technological advancements and
mobility, will present many new security challenges to organizations. These challenges will only increase as the workplace becomes ever more networked – think of the Internet
of Things and think of the new ways of working under the
COVID-19 circumstances.
Even though insider risks are not new they have evolved
and the need to address them in a holistic way has become
increasingly recognized. This is especially true for data theft
(e.g. espionage purposes) and (IT) sabotage, while the other
risks of workplace violence, fraud and insider trading have
been long present and acknowledged.
WHAT IS AN INSIDER THREAT?
With insider threats we often think immediately about malicious insiders, but we must also consider the common case
of unintentional insiders who have no malicious intent. Even
the intentional actor might not have a fully malicious intent.
It is therefore important to distinguish between the different
types of actors:
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•

Unintentional insider: A current or former employee,
contractor, or business partner who has or had authorized access to an organization’s network, system,
or data who accidentally affects the confidentiality, integrity or availability of an organization’s information or
information systems, possibly by being tricked by an
outsider’s use of social engineering.

•

Intentional insider: A current or former employee, contractor, or business partner who has or had authorized
access to an organization’s network, system, or data
and intentionally exceeded or misused that access in
a manner that negatively affected the confidentiality, integrity or availability of the organization’s information or
information systems. Here you can also think of different forms:
- The self-motivated employee
- The coerced insider
- The infiltrator

Figure 1: The insider - outsider interaction (source: Signpost Six)

Figure 1 shows the potential dynamic between external actors, on the one hand, and insiders, unintentional and intentional, on the other. For the unintentional insider it is important to understand social engineering. In this technique, an
outsider (as you can see from the categories on the right in
the picture) heavily interacts with an unwitting person within
the company on both the human level as well as the digital
level (think of spear phishing). It often involves tricking the
insider to break normal security procedures.
Statistics in this domain predominantly depend on interviews (self-assessments and perceptions) and the actual data organizations are willing to share and are aware
of themselves. This limits the reliability of the statistics.
Greater management effort might detect a higher number of
incidents and can, therefore, improve statistics. With that in
mind, recent research data suggest that the most common
insider act is accidental exposure by employees.

Insiders are the last place organizations want to look for risks, assuming they cannot be a threat in their organization (photo: Ollyy/Shutterstock.com)

An insider threat study from 2018 reports that companies are equally worried about accidental/unintentional
data breaches (51 percent) through user carelessness,
negligence, or compromised credentials as they are about
threats from deliberate malicious insiders (47 percent) (see
Figure 2).

607,745 per incident. When an incident involves a negligent
employee or contractor, the costs are significantly lower:
USD 283,281 per incident. The impact of malicious insider
acts is thus more severe.5 Since 2016, the average number
of insider incidents has steadily increased (Figure 3).

Despite the relatively higher occurrence of the unintentional insider, similar levels of concern regarding the two categories stem probably from the fact that intentional insider
risk is the costliest. Even though a mere 23 percent of incidents were related to criminal malicious insiders, each incident that involved this category cost an organization USD

Considering the changing threat environment outlined in Figure 3, it is not surprising that technology companies, especially in Silicon Valley in the US, are a very tempting target
for espionage and general data theft. Just six technology
companies - Facebook, Amazon, Netflix, Microsoft, Apple
and Google (FANMAG) - have a combined market capitalization greater than all other stock exchanges, save Japan and

Figure 2: Insider incident concerns (source: Ponemon 2018)

Figure 3: Frequency of the three profiles of insider incidents (source: Ponemon
2018)
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Figure 4: This shows the overall breakdown of targeted technologies and industries
by individuals in economic espionage cases (source: CICentre)

of ‘Not In My Organization’ (NIMO)? It is good to be aware
of common barriers to setting up an effective insider risk
program. According to the Ponemon research,11 the following factors contributed to these barriers. First, the lack of
training and expertise, cited by 52 percent of respondents,
remains the largest barrier to improving insider risk management. Second is the lack of suitable technology, cited by 43
percent of respondents. Lack of collaboration and a lack of
budget came in third and fourth in this report. In addition, organizations still give financial priority to strengthening their
external defenses.

the US ex-FANMAG.6 In addition, these companies control an
immense amount of data, and that data is needed to power
artificial intelligence, the next technology that may decide
the fate of economies and militaries.
China is often cited as the main culprit. Their “Made in China 2025” initiative and 13th Five-Year Plan broadcast their
strong ambitions to be the leader in key future technologies, and they have acted. Chinese IP theft costs the U.S.
economy between USD 225 and USD 600 billion every year,
enough to cause William R. Evanina, Director of the US National Cybersecurity Center, to name them by far the greatest espionage threat to the country. The US Pentagon is already seeing the consequences of such data theft as China
presses on with the development of advanced weapons systems that seem to directly draw on American technology.7
A case example involves a former Rolls-Royce engineer who
was arrested under the UK’s Official Secrets Act as part of
an investigation by the police and security services into an
alleged plot to steal secrets related to Britain’s new F-35
stealth fighter jet.8 This is not the first time the F-35 supply
chain has been targeted. Besides significant cyber espionage activities, insiders have been arrested for spying on
the F-35 and F-22. Su Bin, a Chinese businessman, is a
recent example.9
According to Daniel Coats, Director of National Intelligence
in 2017, “(…) espionage reduces cost and accelerates the
development of foreign weapon systems, enables foreign reverse-engineering and countermeasures development, and
undermines U.S. military, technological, and commercial advantage.”
MITIGATION MEASURES
The challenge of preventing, detecting, and responding to
data theft propagated by authorized users (i.e. insiders) is
among the most difficult facing security researchers and
professionals today.10 Most companies underestimate the
risk that insiders pose to their critical assets. What limits
action in mitigating insider risks besides the mental hurdle
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Figure 5: Common barriers to better Insider Risk Management (source: Ponemon
2018)

For the last decade, however, many organizations have started taking comprehensive steps to complement their outsider-focused (cyber) security programs with proactive initiatives to address insider threats. This is a change from the
more reactive incident management focus of the past. One
key example is Lockheed Martin. Doug Thomas, Lockheed’s
director of counterintelligence, said back in 2015:
Quite frankly, I don’t understand how a company or government agency can afford not to have [an insider] program like this, because the threat is so pervasive. We
made sure people understood that they’re threatened
and the company is threatened. It has national security
implications. It has job implications. And it has revenue
implications if something bad along these lines were to
happen.12
The key to prevention and early detection in insider risk
management is the development of a professional, safe and
secure workforce. Such an approach takes into account a
deep understanding of how employees can become an insider threat, early warning signals, and associated triggers
that result in insider acts and aligns them to a series of mitigation measures. It is impossible to reduce the risk to zero,
hence there is always a need for ‘response’ and ‘recover’
mitigation measures as well. Our recommended mitigation
measures are listed in 11 categories of people, technolo-

gy, and processes ‘indicators’ and a ‘zero-measurement’
indicator to assess the extent of the current presence of
an insider risk program. The indicators are based on best
practices from three key frameworks: CPNI in the UK, The
Carnegie Mellon University Software Engineering Institute,
and the Insider Risk Program Maturity Framework from the
US government.
The activities that drive costs include monitoring/surveillance, investigation, escalation, incident response, containment, ex-post analysis and remediation. The fastest-growing
cost center among these activities is investigation, with the
average cost across all incident types rising 38 percent in
only two years.13 This means organizations are currently
focused more on response mechanisms than prevention.
However, understanding and learning from incidents are very
useful for continually improving preventative measures.
An insider risk project requires long-term effort and needs to
be phased. Quick fixes won’t resolve matters, but they will
get you started. It is imperative, however, that an organization start with a risk assessment, and then create a strategy
and road map to build a professional insider risk program.

•

European leaders and organizations should study the
insider risk frameworks and approaches from the UK
and US and modify them with respect to EU culture and
dynamics.
Organizations should elevate insider risk within their
cyber program, address it holistically and firmly communicate to leadership the risk of losing intellectual
property.

•
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experience as an international consultant on enterprise and cyber risk to
help organizations understand, counter and communicate insider risk.
Would you like to react?
Mail the editor: redactie@atlcom.nl.
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A CONSTANT EVOLVING LANDSCAPE
Attacks always get better; they never get worse. Just when
researchers and practitioners make progress against one
type of attack, another technique emerges that takes advantage of a neglected vulnerability. The waterbed effect is here
to stay. With organizations still investing heavily to prevent
external cyber intrusions, skilled threat actors are seeing increased value in targeting insiders who can bypass controls.
If this trend is not addressed at the business, defense and
governmental levels soon, the consequences will be severe.
We are entering a new era where the winners in the race
for next-generation innovations have yet to be determined.
These innovations will tilt military advantages, vastly enrich
government coffers and keep its citizenry safe and healthy
for years to come. Some nations have clearly made it their
top priority to win by any means, including leveraging insiders. To repurpose a quote from Pericles: “just because your
organization doesn’t take an interest in espionage by insiders doesn’t mean corrupted insiders won’t take an interest
in your organization.” In other words: take an interest and
be sure your approach is holistic. Here are three recommendations to start:
•

Governments should expand their definition of critical
national infrastructure to include industries developing
next-generation innovations and provide strong guidance and support to companies to conduct their business while safeguarding their critical assets.
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